[=

INO

(O8]

[~

Kerberos Example with simulated keys for demonstration purposes

note excel / coding limitations in this simple model, i.e. string decrypt limits

Kerberos sends two messages in most interactions, represented here as one flow of data.

Client Alice wants to use service provider Bob, and they initially have no trust in each other

Date T IP Alice
21/11/2014 22/11/2014 1.2.3.4
Alice = Client
Kas 6/T+PijS
username alice@xyz
password fdqwedf

Hi | am alice@xyz, may | have a TGT?

KDC

KDC@kerberos.ker

Kas 6/T+PijS

Sa QoMLIEJS

{TGT} alice@xyz, 1.2.3.4, KDC@kerberos.ker, QOMLIEJS, 41966

{TGT}Kkdc JI"s@ay’! [>27#1$] RDé E€ekEartiaskA@6— CG-LAED] OdA14-!!
Sa TGT*Kkdc

apply Kas gotaeY!/S =ISURKyS—  O2ic:(g ARhfeY@V¥%asoOA*, OS»DvEz '3 viha

All encoded with Kas

Sa
goxaeY!/S

{TGT}Kkdc
=ISUR%y5-  O2i<(p ARhfeY@V%3soOA*. OS»DVEz L2 v1+A3

Alice decodes message from 3 using Kas to get Sa

Sa
{TGT}Kkdc
T=

Alice Authenticator alice@xyz, 1.2.3.4, 41967
to KDC {{TGT}Kkdc, {Authenticator}Sa, Bob}

Service Desired

QoMLIEJS
I s@ay’ | _[>27#1$] RDé E€ekEataskA@6— CG-LAED] OdA14-!
41967

Bob

{TGTIKkdc

Authenticator*Sa Service

JI"s@ay’! >27#t$] RDéE€ekEatas 01%4EQ\ yN—uR2\y Bob
* TGT and authenticator are separately encrypted.
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Decode TGT to get Sa, verify authenticator, generate service ticket
{TGT} alice@xyz, 1.2.3.4, KDC@kerberos.ker, QOMLIEJS, 41966
Sa from TGT QoMLIEJS

Authenticator alice@xyz, 1.2.3.4, 41967

Service Bob

Authenticator Validated Yes NB
Kbs TTPJM2Br

Kab KC5plgkb

{Service Ticket} alice@xyz, 1.2.3.4, KC5plgkb, 41968

{Service Ticket}Kbs 5I™+"DyO~£+}.az%1%,62Fcip'ONzf &71)f8

All encrypted with Sa
Bob Role Kab Service Ticket
llop ~Ca@Sm«b dIN_g”ty LT .l0edo,~2hi~pA36« o< A8

Alice prepares a request to go to Bob

{Service Ticket}Kbs 5I™+"DyO~£+}.az81%,62FcIp'ONzf &71)f8
Kab KC5plqgkb

T= 41969

Alice Authenticator alice@xyz, 1.2.3.4, 41969

to Service {{Service Ticket}Kbs, {Authenticator}Kab}

Alice Role Service Ticket {Authenticatc 6->
alice@xyz 5™ DyO~E+}.az81%,62Fcip'ONzf i *16C0- Sy e %ri (2] Fa-H) S& D

Bob =Service Provider

Bob, decodes the Service Ticket
{Service Ticket} alice@xyz, 1.2.3.4, KC5plgkb, 41968

Kbs TTPJM2Br
Kab KC5plgkb
Authenticator alice@xyz, 1.2.3.4, 41969
Authenticator Validated Yes NB
T+1 41970
{T+1}Kab
1] Bob

Alice decodes Bob's reply using Kab
T+1 41970 Success

Alice and Bob have authenicated each other via KDC and are both in possession of Kah




